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AND ADOPT A NEW STAFF ACCEPTABLE USE POLICY

THE CHIEF EXECUTIVE OFFICER RECOMMENDS: That the Board rescind Board Report 09-0722-P03
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Chief or other employee of the Board designated by his/her department or offlce or school to implement
policy compliance requirements.

Family Educational Rights and Privacy Act (FERPA) refers to the federal law that protects the privacy,
accuracy, and release of student information and records. For more information, visit
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HIPAA refers to the Health Insurance Portability and Accountability Act of 1996, the federal law that
provides data privacy and security provisions for safeguarding medical information. For more information,
visit https://www.hhs.gov/hipaa/index.html.

ISSRA refers to lllinois School Student Records Act (105 ILCS 10/1 et seq.), the state law that protects the
privacy, accuracy, and release of student information and records. For more information, visit
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consultant’s/contractor's successful completion of criminal background screening and execution of a
confidentiality agreement regarding such access and use.

C. User Duties:
1. Communications with Students. Users who communicate with students electronically (a) must do
so using ITS-authorized CPS Network systems (e.g. CPS email, CPS Google Classroom,
RiackRnard (ionnent efc) pyecent for anv_synress pycention nated in .this.naolicv nr the ITS
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and email usage may be monitored and audited by the Department/School Management, ITS and other
authorized CPS oversight departments for inappropriate activity or for oversight and audit purposes. ITS
reserves the right to: (1) access and make changes to any system connected to the CPS Network and
Computer Resources to address security concerns, (2) deny User access to any system to address security
concerns, and (3) determine what constitutes appropriate use of these resources and to report illegal
activities. ITS may intercept and/or quarantine email messages other messaging services for business,
legal or security purposes.
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including, but not limited to, switches, routers, and wireless access points must be approved, purchased,
ipainlind _aed serfgimn prlnldbu Tl tnan-wre.thn ~afrty ond afficionau of the arkurde Uaneo-n

prohibited from altering or bypassing security measures on electronic devices, Network equipment, and
other software/online security measures without the written consent of the CIO. Anyone utilizing the CPS
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emails are subject to retention by ITS in accordance with the Board’s Email Retention Policy. If a User
inadvertently sends or receives an email related to their work duties on their personal email account, the
User shall forward the email(s) to their CPS email account.
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confidential information conform to the confidential transmission requirements noted herein and are

transmitted only to their intended recipients. Users are prohibited from transmitting Social Security Number

(SSN) information via email without the prior written approval of ITS and when authorized must comply with

IS saonrity standards astahlished for SGNdransmission.  Users shall, abide hy the ITS Glidelines an
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including applicable encryption requirements.

When communicating with a student’s parent/guardian, Users should use verified email addresses listed in
the Board's student information system, unless steps have been taken to verify an alternate email address
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(c) the parent/guardian receives the same text notifications/alerts sent to their child when the
parent/guardian elects to receive these notifications/alerts.

3 CPS Programs for Re-Engagement of Qut-of-School Youth, Chronic Truants and Students Exiting
Juvenile Detention Facilities approved by the Chief Executive Officer (CEO-Approved Re-
Engagement Programs). CPS staff members who are responsible for student outreach efforts

under a CEO-Approved Re-Engagement Program may communicate with students in grades 7-12
via text messagmg oriM prowded that the CPS staff member
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3. The CPS Social Media Guidelines shall also establish the terms and conditions upon which a
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praogram, sports team or club and shall include, at a minimum, the following:










